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Palo Alto Networks vs Checkpoint
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PALO ALTO NETWORKS

Palo Alto Networks

A vallalatrol

Komplex halézati biztonsagi platform

Biztonsagosan fut6 alkalmazasok

Hatékony valasz a haldzati biztonsagi kihivasokra

Folyamatos novekedeés, Globalis jelenlét

1000+ alkalmazott
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Téenyek és adatok egy vizsgalatohoz —
Mintaveételi alap

- 39 orszag 859 haldézata

- 1,304 vizsgalt alkalmazas

- 4.4 petabyte savszélesség

- 1,300 egyedi fenyegetettség észlelése

- 54 millié fenyegetettség log megfigyelése

Vizsgalati eredmények 7 napos atlagos forgalmi adatok alapjan




.. !.BT , PALO ALTO NETWORKS
UZLETAG

Az applikaciok valtoznak — tlzfalak méeg nem

A halézat biztonsagi policy
érvényesitése a tlizfalon

Saas Collaboration / Media Personal

Ralat a teljes forgalomra Grail  weoon
Kijeloli a hatarvonalakat salegforcecom | \arall .

Engedélyezi a hozzaférést ﬂl NETSUITE 9 II

RIGHT webex msn*  You(T)
NOW /\ Broadcast Yourself ™

Google )
workday. = {gq k?meeb@

w qugle S A facebook

YOUSENDit

PartvPexer?

ORACLE'

Az applikacidok megvaltoztak:

>Ports # Applications
>|P addresses # Users
»Headers # Content

A hagyomanyos tlizfalak nem
jelentenek tobbé megoldast



http://en.wikipedia.org/wiki/Image:Hamachi_logo.png
http://www.yousendit.com/?home=true
http://www.live365.com/index.live
https://www.torproject.org/
http://www.workday.com/index.php
http://www.netsuite.com/portal/home.shtml
http://www.rightnow.com/
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Milyen tlzfalra van szuksegunk?
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1. Ne csak port és protokoll alapjan w G'\—'U'l

azonositsa az applikaciot

Qﬂl_ meebo
2. Atlizfal mogotti userek ne csak IP cim '

alapjan legyenek azonositva

3. Valds id6ben vizsgalja az adatforgalmat

4. Titkositott adatfolyamot képes legyen
atvizsgalni

5. Multi-gigabit interface-ok alacsony
késleltetéssel
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Kevesebb ralatas a forgalomra

Nem alkalmazas kozpontu

?
Tobb modul nem megoldas a probl
Bonyolult
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Az uj generacios tuzfal (NGFW) nem egy extra
modul
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Hogyan épul fel a Palo Alto tuzfala?

Signature
Match

CPU| CPU} CPU CPU
Dual-core 2 3 16
CPU
De-
Compression
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Single-Pass Parallel Processing vs. masok
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Az azonositasi technologiak atalakitjak a tuzfalat
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Checkpoint tazfal, App, IPS, AV
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Paloalto tizfalak biztonsagi Policy Konzol

Security Rules

Destination ~ Source
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[# Security Profiles
— Rl Antivirus

— Anti-Spyware
—@ Vulnerability Protection
—[ @ URL Filtering
File Elocking
—[Z}, Log Forwarding
— % Data Filtering

Category

2 ¥|

Subcategory

Characteristic

115 business-systems
129 collaboration

7% generakinternet
43 media
212 netwerking

2 unknown

& auth-service
12 database
11 encrypted-tunnel
7 erp-crmn
18 general-business
23 infrastructure
116 ip-prokocol
37 manasgenment

107 Yulnershilties

55 Prone bo Misuse

159 Widely used

20 Excessive Bandwidth
103 Transfers Fies

5% Evasive

46 Used by Mahkvare
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Alkalmazasok biztonsagos engedeélyezéese

Engedélyezés Csak bizonyos
meghatarozott funkciok
felnasznaloknak engedélyezese

Engedélyez és il ™ Engedélyezés és
alakit (QoS) & N bizalmas adatok
'i . | \ vizsgalata

‘

0

Engedélyez és ol Engedélyezeés és

' )
vizsgal " - limitalt
o N y hozzaféres

Osszes engedélyezése Osszes tiltasa
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Logelemzeés checkpoint
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Teljes ralatas az alkalmazasokra, Felhasznaldkra és a Tartalomra

Last Hour Sessions v

facebook-base [X]

Application Information

Name: facebook-base
Related: facebook

Description:  Facehook (hranded as “facebook™) is a social networking website launched on February 4, 2004, The free
privately cvned and operated by Facebook, Inc, Users can join networks organized by city, workplace, sc
connect and interact with other people. People can also add friends and send thern messages, and updat
to notify friends about themseles, The website's name refers to the paper facebooks depicting memkber:
community that some American colleges and prepatory schools give to incoming students, faculty, and st:
ko other people on campus, Features include a wall for posting messages and Photos for uploading dic
website has more than 80 milion active users worldwide. Facebook has met with some controversy ower 1
has been blocked in several countries including Syria and Iran, Privacy has also been an issue, and it has be
several imes. It is also facing several lawsuits from ! o t ! | o
stolen their source code and other intellectual prog

Top Applications

Container Application: facebook

Standard Ports:  top/B0 Risk Application Sessions Bytes
Gapable of File Transfer:  yes web-browsing — | 2,276,586
faceboak-baze 593,545
209,009

10,454
505,456
3,870
208,662
263,366
24,895
38,730
myspace-video 6,214
rtmpe | 10,786
sl 16,702
http-audio 12,402

Used by Malware; yes

Excessive Bandwidth Use: o

Evasive: o facebook-chat

Tunnels Other Applications:  vyes
P i drs

Additional Information:  Wikipedia Google Yahoo!

ryspace-base

ntp

rmyspace-nail
flash

Top Applications

Risk | Application Sessions Bytes
W |facebock-base | 5,058 [l 46,114,435 .
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Source address Source Host Name Source User
10,154,2.33 & engraz.net2 bigedu.ocal | pancadematphillip. blumste
10.154.12.89 O engre9.net12 bigedu local B goradernotginger. poppe
10,154,127 & engr27.netl.bigedu.local & pdncademotelen.cook

—
on)

g
L

=
o

google-analytics 2,334

Facebook-alapu szirés Facebook-alapu sziirés A Facebook eltavolitasa a
és felhasznaloi jelentés részletes jelentéshez
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Teljes ralatas az alkalmazasokra, Felhasznaldkra és a Tartalomra

Application and Threat Summary
Apr 09, 2008
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Checkpoint vs. Palo Alto Networks

Threat@Prevention@Performancel@
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A Modern Malware

o -5

s 9 A malware elso, eredeti
L ./ példanyanak
elfogasahoz szukséges

v

~ 2Tz Teljes
1 A malware alairas LoAeS
. idéigény

- ") generalashoz és
L ellenorzéshez g

.. i o — 9,8
szikséqges id6 =

-
i f) o A e definietes
.~ frissulesének ideje

v

Napok es hetek telnek el, mire elkeszulnek a
hagyomanyos alairasox.
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- 4535

NEW MALWARE
FILES FOUND

WILDEFILIRE

2196 48%

MALWARE NOT DETECTED BY PERCENTAGE OF
TOP AV PRODUCTS UNDETECTED MALWARE
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WildFire

WILDFIRE

paloalto
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A WildFire felepitése

WildFire Analysis Center

A Sandbox-alapu analizis t6bb mint 100
rosszindulatu viselkedést elemez.
Reészletes jelentést keszit

Antivirus és C&C alairasokat general
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A Modern Malware tamadasi szakaszal

——
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PAN-OS fébb tizfal funkciok

LLIICE][]a
PA-5000 sorozat
PA-5060, PA-5050 PA-5020

PA-4000 sorozat
PA-4060, PA-4050 PA-4020

ssErds halozati tulajdonsagok -
— Dinamikus routing (BGP, OSPF, PA-3050, PA-3020

RIPV2)

— Tap mode — connect to SPAN port PA-2000 sorozat

— Virtual wire (“Layer 17) for true PA-2050, PA-2020
transparent in-line deployment

— L2/L3 switching foundation

— Policy-based forwarding PA-500

ssVPN

— Site-to-site IPSec VPN PA-200
— Remote Access (SSL) VPN

2sQ0S forgalom shaping
— Max/guaranteed and priority
— By user, app, interface, zone, & more VM—SO\(;,I\A\/-I\S/I(—)Zr(())OZ,?}M-loo
— Real-time bandwidth monitor

.',I ([
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Rugalmas alkalmazasi lehetosegek
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1. Alkalmazas felismerés, fuggetlenul a hasznalt port-tdl, protokoltdl, felismerés
elkerulési taktikatol, illetve tiktositastol

2. Felhasznald felismerése, illetve ellenbrzése fuggetlenul az IP cimtdl,
helyszintdl, valamint eszkozt6l

3. Védjen ismert, illetve ismeretlen fenyegetettségektdl

4. Mélyrehato lathatosag, illetve policy control alkalmazas-szinten

5. Multi Gigabites, alacsony késleltetés, in-line felhasznalas

paloggﬁgs
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2015 Gartner Magic Quadrant Enterprise Network Tuzfalak

-~

Check Point Software Technologies

. Palo Alto Networks

Fortinet '
Cisco .

Intel Security (McAfee)
Juniper Network:
UNIPErRENOrS '@ pell SonicWALL @)

: . WatchGuard
Huawei
@ ° ®
Barracuda Networks .
F5 ) Sophos ()
. . AhhLab Hillstone Networks

Stormshield '
HP

Sangfor
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